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IMPORTANT COVID-19 UPDATE: 

Due to the rapidly changing environment as a result of COVID-19, details of services 

herein may be subject to modification, particularly those pertaining to onsite inspections 

and meetings, as well to address any regulatory & additional changes. HIPAA (45 CFR 

164:308 & 314) requires an organization to periodically renew or update their HIPAA 

Security Risk Analysis, staff training, and other documentation annually/as needed for 

significant changes in your environment (such as during this current crisis). For 

questions regarding how COVID-19 affects your business and it’s HIPAA Compliance, 

please feel free to reach out to us.  

 

Confidentiality Notice and Disclaimer (The following Confidentiality Notice and Disclaimer is 

intended for the IT Support Vendor or Third-Party Service Provider of the recipient, and any other 

recipients.) 

 

Confidentiality Notice and Disclaimer: This document contains information that is proprietary to 

Securex LLC and is copyright and confidential. The information in this document is strictly for the use 

of the intended and rightful recipient, for the sole purpose of providing information to consumers about 

HIPAA compliance and other requirements. It is a violation of the laws of copyright and common law for 

any organization to use the information contained in this document in any way that conflicts with the 

rights, as well as the intended purpose of Securex LLC, in permitting the sharing of this information 

(e.g., it is forbidden to engage in the further sale of the information to one’s clients). Use of the 

information in this document that is in violation of the rights of Securex LLC can result in legal action & 

prosecution under the applicable laws (e.g., plagiarism, copyright infringement, preventing/tortious 

business, etc., that can also violate laws that are enforced by religious courts and legal systems in the 

United States and is considered immoral and unethical). Should you wish to legally use our templates to 

service your client’s, you can feel free to contact Securex LLC to participate in our partnership 

program, so that you can benefit more without having to resort to plagiarism or other illegal operations. 

The use of the information in this document does not guarantee compliance, in-whole or in-part, with 

the GLBA Safeguards Rule or any other regulations and legal requirements. Securex LLC disclaims 

any-and-all potential liability on its part arising pursuant to the information and material provided in this 

document and pursuant to any use, misuse or inability to use the contents of this document. Securex 

LLC does not guarantee, in whole or in part, compliance with any regulations or requirements that apply 

to the recipient, any-and-all clients, or any other legal entity. Securex LLC does not guarantee to 

discover any and all risks to any entity’s security or compliance with applicable regulations and legal 

requirements or to mitigate any and all risks to any entity’s security and compliance with applicable 

regulations and legal requirements. Securex LLC is not a law firm nor lawyers nor attorneys, and is not 

providing attorney services or legal advice in any of the information or services that it provides. Further 

use of this document constitutes acceptance of this Confidentiality Notice and Disclaimer. 
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Prologue: Why Cybersecurity & Compliance (Should) Mean Everything to Every 

Tax Professional 

 

You are a business owner. You are a healthcare provider, or you support healthcare 

operations. Your business has been prospering for many years.  

Now it’s storytime:  

You are sitting back in your chair, wrapping up your day’s work, and sending off one 

last email. You grin with satisfaction, knowing that soon you will be able to leave your 

office and spend some quality time with family, pursue your favorite pastime, or 

simply relax. Your email suddenly doesn’t work. The patient record pdf you were 

looking over a minute ago, ready to send, won’t open. None of your files will open. 

Nothing works. Your entire business is dead in the water. Your IT says a ransomware 

attack hit you, and it’s too late to stop it. The hacker demands you pay an exorbitant 

fee and trust them to return everything to normal. They eventually start cashing in on 

your patient’s information, one by one, putting it up on the dark web for sale to the 

highest bidder. You are forced to take out a pen and paper and a printed contact 

list if you are fortunate to have one, and you start to call every single patient. 

Feeling ill with shame, you tell them the terrible news, that they can no longer receive 

care until their information is restored, and that they should report the theft of their 

SSN and personal information to the Social Security Office, their bank, the IRS, their 

identity theft protection service, or whoever can help them now, as well as their 

speak to their health insurance companies to make sure their prescriptions are safe, 
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 as well as to account for the sensitive and compromising information about them or 

their loved ones, that is now available online to the highest bidder, for potentially 

nefarious purposes. You suffered a data breach and a ransomware cyberattack.  

Since 2016 approximately 4,000 of these types of ransomware attacks happen 

every day in the US. Their primary target being healthcare. You have been making 

that gamble every day, and you just lost. Now, the only thing ringing in your ears is 

what Benjamin Franklin said, “An ounce of prevention is worth more than a pound of 

cure.” But it’s too late.   

Other than the healthcare industry, nobody has as much sensitive-nonpublic 

information. If health information is compromised, patients can suffer irreparable 

damage to their reputation and finances. If health information is inaccessible or 

corrupted, patients can suffer irreparable damage to their health due to delayed 

care, which can even result in death.  

Healthcare businesses come in all shapes and sizes, from single practitioners to 

dozens of employees or more. The risks don’t change. Each owner, regardless of 

their business’s size, needs to know what their risks are. They need a plan to reduce 

these risks and protect against reasonably anticipated threats. If a team of elite 

hackers chose to target a business persistently, they would get almost anyone. Still, 

nobody wants to be the “low hanging fruit” for all the myriads of experienced or 

amateur hackers or even automated threats that scour the internet 24/7/365, 

looking for targets. Even a petty thief can steal a laptop with a password and find 

someone who can get in if it’s not secured. 

Even with robust security, you may need to prove to the Government that you 

assessed and managed your risks and have the appropriate policies and 

procedures. Otherwise, you risk more severe consequences. This documentation 

needs to meet compliance laws that apply to healthcare institutions. 

It’s vital to engage a professional who uses experience, expertise, and detective 

work to remove your stress and pain, who will provide for your security and 

compliance, regardless of your size.    

(Cont. below for a word from our Chief Cybersecurity Compliance Consultant…)  
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A Word from our Chief Cybersecurity Compliance Consultant    

 

I seek to make others’ lives better. Life is filled with puzzles that I work to solve, and 

that detective work is my go-to approach to removing your pain.  Ultimately, I want to 

help others rise up and be self-sufficient. 

As the Chief Cybersecurity Compliance Consultant at Securex, I help remove pain 

relating to the compliance of HIPAA, GLBA, IRS Security Requirements, New York 

Shield, and NYDFS regulations from companies of all sizes. My inclination is to 

service my clients in 3 ways: Firstly, being that the industry and laws are really vague, 

I choose to meet and exceed the needs to help minimize your risk and avoid 

unnecessary and easily preventable pain. Secondly, I provide a solution that can be 

tailored to each scenario and threat by providing multiple tiers of service to 

accommodate everyone’s needs. Lastly, everything I do is to help remove pain and 

worry, and as stressful as cybersecurity and compliance are, I will take good care of 

you. 

Here for you, 

Ariel Sandell | Chief Cybersecurity Compliance Consultant  

CHSP CHITSM CPCIP | Microsoft Technology Associate: Security Fundamentals 

Servicing HIPAA, GLBA, IRS, NYSHIELD and NYDFS | Certified in HIPAA + PCI-DSS + 

Healthcare IT Security Management + HIPAA Risk Assessment + HIPAA Disaster 

Recovery  

(Read on to continue our whitepaper on security and the various compliance 

requirements…) 
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Introduction - HIPAA  
 

Companies that deal with protected health information (PHI) must have physical, network, 

and process security measures in place and follow them to ensure HIPAA Compliance. 

HIPAA is audited and investigated by the United States Office of Civil Rights (OCR). 

However, most business leaders think HIPAA has only to do with privacy, confidentiality, and 

forms alone, which is the focus of attorneys.  At Securex, our focus and specialty are with the 

lesser-known but critically important HIPAA Security Rule. The first requirement of the 

HIPAA Security Rule is to conduct a thorough and accurate HIPAA Risk Analysis. The 

responsibility to perform a HIPAA Risk Assessment falls on the entity themselves. However, 

due to the complex process involved, the Government allows a business to enlist the services 

of a third-party to ensure that the assessment meets the required standards.  

At Securex, we are trained and certified in HIPAA, Healthcare Cybersecurity, HIPAA Risk 

Assessment, and HIPAA Disaster Recovery. We have also had the privilege of receiving 

training and guidance from leaders in HIPAA Compliance & Security, who have shared with 

us their own knowledge, experience, and software tools, gained from years of helping others 

pass OCR audits & investigations with 100% success.       

This document is meant to provide a general breakdown of the services provided by Securex 

for HIPAA Risk Assessment and accompanying services. After the general breakdown of 

services, a separate section providing more details is included.   

NOTE: This whitepaper is for informational purposes only and is not a legal agreement or 
engagement letter. (Read further: “What does a Risk Assessment Require”)  
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 What does HIPAA Risk Assessment Require? 

 

Well, first, let’s tell you what doesn’t qualify as HIPAA Risk Analysis: 

• A HIPAA/Security Gap Assessment   

• An IT security scan & workforce training 

• Penetration Testing  

• A HIPAA/Security questionnaire or checklist 

• A Risk Assessment for insurance, PCI, GLBA, or any other non-HIPAA requirements. 

The OCR (the Government’s Office of Civil Rights), which audits & enforces HIPAA, outlined 

several points, each with their own numerous requirements (see “Additional Resources” at 

the end of this document). Every HIPAA Risk Assessment must cover these points, as a 

minimum: 

1. Scope analysis (what is being assessed) 

2. Data collection (gathering the information being assessed)  

3. Vulnerabilities/threat identification (to the security of health information) 

4. Assessment of current security measures (administrative, physical and technical) 

5. Likelihood of threat occurrence (using special probability metrics) 

6. The potential impact of threat (using special impact metrics) 

7. Risk level (using special risk metrics) 

8. Periodic review/update as needed (to continually monitor risk). 

9. Documentation (of the Risk Analysis) 

10. Distribution (to the necessary workforce members) 

Securex provides a HIPAA Risk Assessment designed to meet and exceed the OCR’s 

standards used in a HIPAA audit.  

Securex Risk Assessment Package: 

 

In a Risk Assessment handled by Securex, our assessments, questionnaires, investigations, 

and meetings do not just fulfill the minimal HIPAA Security Rule requirements. Our Risk 

Assessment can also provide many security best practices & recommendations for issues 
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 that exceed HIPAA in both compliance and protecting the business. Securex offers a robust 

Risk Assessment Package, as well as other HIPAA Compliance services: 

1) HIPAA Risk Analysis: HIPAA requires that organizations conduct an accurate and 

thorough yearly assessment of the potential risks and vulnerabilities to the 

confidentiality, integrity, and availability of electronic protected health information 

(ePHI).  There are numerous requirements for HIPAA Risk Assesment. Securex 

performs this assessment in a manner that is fully compliant with HIPAA 

requirements.  Using a combination of onsite investigation and special software to 

inspect the business environment, operations, physical security, computer systems, 

and external network, the Securex Risk Assessment fulfills this vital first requirement 

of the HIPAA Security Rule so that you can meet and exceed your compliance & 

security requirements. Securex will provide documentation and a final report of the 

results.   

 

2) HIPAA Risk Assessment External (& Internal Vulnerability) (Port) Scan: To meet 

Risk Assessment requirements, Securex also performs a “port scan” of the 

company’s external network. Based on specific circumstances, an internal network 

scan may also be conducted. These scans are meant to assess external and internal 

vulnerabilities in locations where health information is stored. 

 

NOTE:  If an internal vulnerability scan is necessary and the organization has 

cybersecurity experts providing port scans or vendor-specific solutions, Securex can 

scale back services so there is no conflict with existing vendors. There might be 

certain minimal overlap to ensure Securex services meet HIPAA requirements. 

Securex can also work together with an organization’s cybersecurity experts to 

address HIPAA compliance issues. As needed, Securex can review additional 

information pertaining to risk, which was discovered by others, to address these risks 

from a HIPAA compliance standpoint. 

 

   

3) HIPAA Risk Management: Next, HIPAA requires management of the risks uncovered 

in the Risk Assessment so as to comply with HIPAA. There are numerous HIPAA 
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 requirements in this process. The key ingredients of this process are an outline of the 

risks & gaps discovered, recommendations on how to address them, followed by a 

detailed plan-of-action. Securex guides an organization through the process, 

coordinating with the company’s leadership and IT to present recommendations on 

how to mitigate the risks so they can meet and exceed HIPAA requirements. Securex 

meets with staff and generates reports and lists to ensure everything is understood 

and fulfilled. 

 

Risk Assessment Process  

 

The HIPAA Risk Assessment and accompanying services in this package can be broken 

down into 6 phases. 

Precise order, specifics, and time allotment for various phases may vary per organization.  

The length of time from the beginning of the process to the end can vary due to the size & 

scope of an organization. The length of time can vary from 20-40 hours (or more) for a 

small/medium organization to 40+ hours for a large organization, hospital or healthcare 

system. Services are billed per hour.  

Additional factors that may impact the length of the assessment may include contributors 

such as: number of facilities requiring an assessment, internal & external IP networks, Active 

Directory (which makes the process faster), traveling & onsite investigation, and more. 

We provide a free security consultation to assess your HIPAA & Risk Assessment needs. 

Additional HIPAA services, other than the Risk Assessment, are also provided.   

The different phases of the Risk Assessment process are as follows: 

Phase: 

1. Gathering Organization Information    

• Planning the Assessment (order of assessment phases, methods and 

questionnaires used in the engagement) 

• Onsite Investigation (of all local facilities) 
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 • Interviews of Key Employees (Chief Information Officer, Chief of IT 

Department, questionnaires etc.) 

• Assessment of Documentation, Policies & Procedures currently in Effect (and 

additional relevant documentation) 

2. Gathering and Verifying IT Information 

• Scanning/Documenting ALL Organization Networks and Computers (Using 

specialized scanning tools. This inventory includes medical devices which 

store or access electronic health information)  

• Computer and System Investigation on Specific Computers (inspecting 
individual computers, servers and cloud-based apps) 

• Accounting of Computer Systems and Personnel (all computers and medical 
devices, users, and employees with potential access to health information). 

• Follow up with necessary Key Employees for any questions about results 

before or after creating reports.  

3. Analyzing the Information 

• Analyzing the Information Obtained from the Investigation (discerning 
vulnerabilities and risks) 

4. Risk Management and Consolidating the Information 

• Risk Management (how to address the risks which were discovered) 

• Documenting Risk Assessment & Risk Management Results   

5. Presentation of Results 

• Meetings/Reports with Key Employees 

6. Feel Assured and Follow your Compliance Program 

The burden, stress & difficulty of fulfilling your HIPAA Risk Assessment obligations is too 

heavy for an organization to handle without outside help & expertise. Millions of dollars in 

fines have been levied by the OCR (as well as ensuing damage) as a result of not meeting 

HIPAA Risk Assessment requirements. You need the experts, who will work with you and 

your IT Support, so you can be on the right path for HIPAA compliance. 

You need Securex – the Security Experts.  

 

NOTE: After a free initial consultation, a more detailed breakdown of the phases can be 
provided.  

 

Phase 1: Gathering Organization Information  

Risk Assessment Requirements Fulfilled: 

• Scope analysis (what is being assessed) 
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 • Data collection (gathering the information being assessed)  

• Assessment of current security measures (administrative, physical and technical) 

Details:  

May require several hours of investigation consisting of: 

• Planning:  

 

Each organization is different, and no two Risk Assessments are alike. Securex plans 

the scope of the engagement (this might be after an initial onsite visit) and 

determines & sets up the specific methods used to gather the required information. 

During this stage, it may be determined to start the Risk Assessment with a different 

phase, such as gathering computer information, scanning networks & computers or 

alternatively, speaking with the organization’s Chief Information Officer or IT 

Department first.   

 

HIPAA requires that each organization has a designated employee who will oversee 

compliance operations. This individual is known as the “(HIPAA) Security Officer”. 

The Security Officer will be designated by the organization (and can be changed in 

the future, if needed). The Security Officer will be the primary point of contact with 

Securex during the Risk Assessment and subsequent processes and will need to 

know a considerable amount about the organization’s internal operations, as well as 

assist Securex in gathering the required information & coordinating the necessary 

meetings.    

 

• Onsite Investigation  

 

Onsite investigation of facilities (which may include multiple facilities), note-taking, 

and as needed; photographs.  

 

NOTE: Securex is fully HIPAA compliant, secure, and trained and signs a HIPAA 

Business Associate Agreement as well as other Non-Disclosure Agreements, among 

other agreements, prior to the commencement of services. For protection, Securex 
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 also requires an organization to sign various agreements and waivers. Securex 

performs its services as discreetly as possible, adhering to HIPAA’s Minimum 

Necessary requirements to access health information, as well as ensuring the safety, 

privacy, and security of an organization's patients, facility, personnel, and systems, in 

compliance with HIPAA. 

 

Included in this package is any facility which is under the direct control of your 

organization and is not a third-party vendor or business associate. The additional 

facility must be assessed by Securex with an onsite investigation and other methods 

mentioned in this document, provided they are in the same city as the primary facility.   

 

• Interviews 

Interviews are conducted either by phone, in person, through questionnaires, or email 

correspondence. They are conducted with various key employees & providers. 

Interviews and questionnaires can take several hours to complete (which can be 

broken up), varying on the circumstances, size, and scope of the assessment. 

Interviews may include the following personnel: 

1. Privacy/Security Officer 

2. Chief Information Officer  

3. IT (whether inhouse or outsourced) 

4. Cybersecurity Specialist (whether inhouse or outsourced) 

5. Legal 

6. Physical Security (camera & alarm system) 

7. Other department heads (including medical staff, as needed to understand certain 

operations relevant health information) 

8. Third-party vendors. 

NOTE: In scheduling a Risk Analysis, factor in any internal or external circumstances 

which might make key personnel unavailable to properly devote time to answer 

questions, etc.  

 

• Assessment of Documentation  
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 Assessing current policies & procedures and other documentation & reports (such as 

IT scans etc.):  

 

Knowing your current policies and procedure and other relevant documents are very 

important for the Risk Assessment. Many questions that Securex will cover in the 

questionnaires and interviews will be concerned with what written policies & 

procedures are in place, spanning your organization's administrative, physical, and 

technical safeguards. On a case-by-case basis, Securex may be able to review these 

policies & procedures and other documentation to obtain the necessary information 

required about the various policies, procedures, or scan results.       

 

NOTE: If the information was created by a third-party or is proprietary and 

confidential, it must be disclosed to Securex in a manner that complies with any 

ownership and disclosure rights held. Securex must be provided with written 

permission or equivalent documentation permitting the disclosure of the information 

and to receive the permission in a reasonable amount of time. For example, an email 

from your lawyer (who wrote the policies giving permission to disclose the policies to 

a third-party, etc.      

 

Phase 2: Gathering and Verifying IT Information: 

Risk Assessment Requirements Fulfilled: 

• Scope analysis (what is being assessed) 

• Data collection (gathering the information being assessed)  

• Assessment of current security measures (administrative, physical and technical) 

Details: 

• Scans 

 

• Pursuant to fulfilling Risk Assessment requirements, Securex scans the 

organization's networks and computers to: 
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 • Take an inventory of all devices (including medical devices), which may potentially 

store health information. 

• Assess external (and as needed, internal) network vulnerabilities, risks, and 

safeguards 

• Assess individual computer vulnerabilities, risks, and safeguards 

• Assess the flow of health information through the organization’s computers. 

NOTE: The “file scan” to assess information flow will only scan computers’ individual 

files and pictures for possible health information (ePHI), using special “triggers”. Only 

the file name, file path, and words, etc., which “flagged” the scan are saved by the 

scanning software. No actual information is ever moved, accessed, modified, or 

copied in any way. File & Path names might themselves contain health information, for 

example, “C:\ Docs\ Labs \ Patients\ (Patient Name) \ Bloodwork Results 01”. 

 

• If an organization has a server with Active Domain, as well as other settings, the scan 

can be initiated on one computer and will automatically scan all computers on the 

same network. Scans can take several hours to several days, depending on the size 

of the network and the amount of information found. At times the scans might be run 

on several computers individually, using special software, which can take longer. This 

might be the case with sensitive laptops or computers in remote locations. 

 

• Computer and System Investigation 

 

 

• In order to gather the relevant information and fulfill Risk Assessment requirements, 

Securex may need a few minutes to hours manually going through different types of 

computers and cloud services, looking at settings, firewall configurations, software, 

server settings, and EHR/EMR (Emergency Health Record/Emergency Medical 

Record) systems & settings.  

• Screenshots or pictures may need to be taken of various settings and findings. This 

investigation might span several types of computers and equipment based on the 

organization's departments and setup.  
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 • Accounting of Computer Systems and Personnel  

 

• To fulfill the requirements of the Risk Analysis, Securex will need to have a precise 

accounting of the number of computers, users, and employees, which (potentially) 

work with health information. This accounting includes medical devices (EKG 

monitors, intake pads, etc.), which might store health information. Additional details 

may need to be provided about the different devices, their functions, and their 

security, as well as information on other systems and personnel. For a large practice, 

this accounting can take a considerable amount of time. The scans conducted may 

take care of a lot of this process.  

NOTE: If Securex needs assistance to access certain information from outside 

services (such as an outsourced IT), this assistance must be provided to us by the 

outside services, in a HIPAA compliant manner, such as signing a HIPAA Business 

Associate Agreement with the (client) organization, as needed. 

Throughout the Risk Assessment process, including running system scans, 

conducting interviews & providing questionnaires, questions may arise concerning 

some of the information obtained. For example: “What is the organization’s use of 

specific devices discovered on the network?” or “Is there an explanation why a 

certain process is/isn’t running on a computer?”. Sometimes, answers to these 

questions will need to be obtained before the process can continue. It is imperative 

that the relevant employee (whether your IT or CIO etc.) answer these questions in a 

prompt & timely manner. Although a Risk Assessment takes time, delaying the 

process too long/unnecessarily can make large gaps between the time of the 

assessments/scans and their results, which can impact the overall results of the Risk 

Analysis.           

A more in-depth scan called an “Internal Vulnerability Scan” or “Port Scan” will not be 

performed on the same network which has medical devices in use due to the small risk 

that the scan can interfere with the accuracy of certain medical devices that are being 

used when the scan is running. Aside from safety issues, this interference may clash with 

HIPAA requirements to ensure the integrity of health information on medical devices. If 
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 such a scan is needed, Securex will have to deliberate with an organization on how to 

proceed.     

In order to run the necessary scans of your systems and networks, Securex may require 

access such as: 

Installing secure software on the organization’s computer. The software is either 

removed or automatically deleted once the scanning is complete. As needed, the 

software can be kept allowing for future periodical scanning (as a separate service).  

Once the software is set up and scans start, they are performed in the background and 

should not interfere with any work.  

The commencement of a scan is either done remotely in the background or requires 

further access to the computer. For HIPAA compliance purposes, the organization or 

their service provider might need to “push the button” to commence the scan.  

For this purpose of setting up and running the scans, Securex may require persistent 

access to a computer that is on your network. This computer must be available during 

business hours as required by Securex. This may require the organization to temporarily 

assign a new computer to Securex, or an employee may need to work on a laptop (or 

provide Securex with their laptop (for onsite use only). TeamViewer and similar software 

can be used based on the circumstances. If such a workstation is not available, or in 

other circumstances, Securex might need to leave a device such as a laptop or similar, at 

your facility, for a few days until the scans are complete.  

Sometimes this process might need to be repeated several times if the organization has 

more than one network or if various settings interfere with the scans. When a scan is 

required on a network (or networks) and on computers, Securex will perform a “pre-scan 

assessment” to make sure the scans cover all the proper destination systems. If the pre-

scan shows the organization’s settings are interfering with the scan, Securex will work 

with the necessary personnel to fix the settings. If, once again, processes are interfering, 

the scan will be run to inspect as much as it can in the current situation.      

Securex may need a high-level system admin access on a temporary basis in order to 

configure group policies to enable the scans to run or to investigate policies in place.  
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 Securex does not change any setting or information on an organization’s systems unless 

it is necessary to properly run a scan or obtain access to the information needed, in 

which case Securex requests assistance from the necessary personnel and provides 

advanced notification.  

Screenshots, pictures, scan results, and questionnaires may produce files that may need 

to be sent to Securex, using the organization's internet or email (or their service 

providers network). The organization’s own network and email may not be adequately 

secure. Securex does not use its own email and cloud apps on an organization’s 

computers to send information. All information sent to Securex, which may contain health 

information must be sent in a secure and HIPAA compliant manner, such as encryption.   

Phase 3: Analyzing the Information.  

Risk Assessment Requirements Fulfilled: 

• Assessment of current security measures (administrative, physical and technical) 

• Vulnerabilities/threat identification (to the security of health information) 

• Assessment of current security measures (administrative, physical and technical) 

• Likelihood of threat occurrence (using special probability metrics) 

• The potential impact of threat (using special impact metrics) 

• Risk level (using special risk metrics) 

Phase 4: Risk Management and Consolidating the Information  

Risk Assessment Requirements Fulfilled: 

• Documentation (of the Risk Assessment and necessary supporting documentation) 

Phase 5: Presentation of Results  

Risk Assessment Requirements Fulfilled: 

• Documentation (of the Risk Assessment and necessary supporting documentation) 

• Securex will explain the Risk Assessment Requirements: 

• Distribution (to the necessary workforce members)   

• (Periodic review/update as needed (to continually monitor risk is required by you on 

an ongoing basis). 
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 NOTE: Some of the IT recommendations provided in the Risk Assessment are vendor-

neutral; some mention a few options for specific software. Securex also provides 

information regarding how to take the recommendations and use them to draft HIPAA 

compliant policies and procedure documentation, as well as how to document your 

HIPAA compliance, to fulfill HIPAA requirements to document new safeguards as they 

are implemented. If assistance is needed to draft policies, document new 

implementations and to train your employees in the relevant procedures (all of which are 

required by HIPAA), you can contact Securex for any additional HIPAA services you may 

need.      

Phase 6: Feel Assured and Follow your Compliance Program: 

Total HIPAA Requirements Fulfilled: 

• Risk Assessment (10/10) 

• Risk Management 

 

Additional Resources 

 

For additional information on the required HIPAA Risk Assessment standards used by the 

OCR and others, as well as additional resources about HIPAA, feel free to check out the 

following link or reach out to us (the following does not provide an exhaustive list of OCR & 

Government recommendations & requirements for a Risk Assessment): 

https://www.hhs.gov/hipaa/for-professionals/security/guidance/guidance-risk-

analysis/index.html 

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/rafinal

guidancepdf.pdf 

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf 

https://www.hhs.gov/hipaa/for-professionals/security/index.html 

 

https://www.hhs.gov/hipaa/for-professionals/security/guidance/guidance-risk-analysis/index.html
https://www.hhs.gov/hipaa/for-professionals/security/guidance/guidance-risk-analysis/index.html
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://www.hhs.gov/hipaa/for-professionals/security/index.html
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CONFIDENTIALITY NOTICE AND DISCLAIMER: This transmission is intended for the use of the 
person(s) to whom it is addressed and contains confidential information belonging to the sender or to 
others, that is legally privileged and proprietary and may be subject to protection under the law, 
including the Health Insurance Portability and Accountability Act (HIPAA), Gramm-Leach-Bliley Act 
(GLBA) and Stop Hacks and Improve Electronic Data Security (SHIELD)  Act . If you are not the 
intended recipient of this transmission or you have received this transmission in error, please notify us 
immediately. If you are not the intended recipient of this transmission or you have received this 
transmission in error, you are prohibited from sharing, copying, or otherwise using or disclosing its 
contents and must delete this transmission and any attachments without reading, forwarding or saving 
them. Securex LLC disclaims any and all potential liability on its part arising pursuant to the information 
and material provided in this transmission and pursuant to any use, misuse or inability to use the 
contents of this transmission. Securex LLC does not guarantee, in whole or in part, compliance with any 
and all regulations that apply to the recipient, any and all clients, or any other legal entity. Securex LLC 
is not a law firm and is not providing legal advice in any of the information or services that it provides. 
Securex LLC is not an attorney and is not providing attorney services or legal advice in any of the 
information or services that it provides. Securex LLC disclaims any guarantee of achieving HIPAA 
Compliance or any other complaince, whether in-whole or in-part. Use of any-and-all informaiton 
provided in this document does not guarantee whatsoever, compliance with HIPAA or any other 
regulations, whether in-whole or in-part. Securex LLC is only a service provider for clients and does not 
engage in any auditing activities on behalf of the Federal Government, State Government or any other 
governing body, whether public or private. Thank you. 


